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Introduction to the scenario

Requirements for an authentication system
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Introduction to the scenario (1/3)

o bhWDNER

We have two portals configured as Virtual Instances of a Liferay installation

The two portals respond to two different FQDNSs (example: portal-1.local, portal-2.local)

Access to the two portals must be protected through the use of Smart Cards

Access to the two portals must be diversified according to the type of Smart Card

The details on the access data (example: personal data) must be retrieved from an external
system

The external system from which to extract the data associated with the Smart Card can be
of different types (database, web service, memory, etc)



Introduction to the scenario (2/3)

» In this scenario, users will be able to access the

Portal access scenario via Smart Card two portals cns.portal.local and cie.portal.local
using respectively the Smart Cards, TS-CNS
Macro diagram illustrating access to two Liferay portals configured on two different instances (companies) using the Smart and CIE.

Card as an authentication tool. In this scenario, two types of Smart Cards are used: TS-CNS (Health Card, National Service

Card) and CIE (Electronic Identity Card). . . . .
» The admin user will be able to login without

using a Smart Card via FQDN admin.portal.local
(master instance). If necessary, he will be able
to access via Smart Card (on cns.portal.local or

cie.portal.local) and operate as administrator of
) Firewall/Router

Smart Card Reader

=
8 &3

f

[PHCS#11]

the specific instance if enabled.

» The user's workstation must be equipped with
a Smart Card reader.

[open browser]

 Reverse Proxy e/o |DP (Identity Provider)

v

The user's browser must be configured to be

-

lopen browser]

' E> able to use the Smart Card reader.
. M[Hﬂ%}——» The user must have the PIN of the respective
&lo | -

v

Smart Card. For the TS-CNS, before it can be
' ‘ used, it must be activated by the relevant ASL.

» The Reverse Proxy and/or IDP is the
component responsible for the authentication
Liferay (multi-company configuration) process.

Firewall/Router

Note »  Of this scenario, our area of expertise is the

one that concerns the Liferay hemisphere only.

We will see how to develop the components
necessary to allow users previously identified

clmin., LI 14 55 | | .

Portal acmingy | ecesser | deportalloca e porea oco Scinin portatloce by the Reverse Proxy and/or IDP architectural

| \ ) component to access the portals.

Allernative route. €---3

cie.portal local (access via CIE)
AEEEE

cns.portallocal (access via CHS)
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1® Introduction to the scenario (3/3)

This scenario involves the use of the Smart Card Reader which must conform to the
PC/SC, 1SO /816-3 and CCID standard. The readers that | have personally used
successfully in this scenario and in other scenarios are produced by Bit4did and in
particular.

Aia

miniLector CIE miniLector EVO

I #LRBC2022



https://shop.bit4id.com/en/prodotto/minilector-cie/
https://shop.bit4id.com/en/prodotto/minilector-cie/
https://support.bit4id.com/#!/it/product/miniLector_EVO
https://support.bit4id.com/#!/it/product/miniLector_EVO
https://shop.bit4id.com/prodotto/minilector-cie/
https://shop.bit4id.com/prodotto/minilector-evo/
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Securing Liferay

Brief introduction on the security mechanisms offered by Liferay
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Securing Liferay (1/5)

1 Liferay is built with security in mind. This includes mitigation of common security
vulnerabilities and exploits like those described by the OWASP Top 10 and
the CWE/SANS Top 25.

2 Liferay takes care about security, in both the community (CE) and the enterprise (DXP)
editions, keeping always up-to-date the known vulnerabilities list, and also having their
own security statement.

3 The security aspects, includes configuring how users authenticate to your Liferay
installation, authorizing users with permissions, configuring secure access to Liferay
Web Services, and fine-tuning security features on an as-needed basis.


https://www.owasp.org/index.php/Top_10_2013-Top_10
https://www.sans.org/top25-software-errors/
https://portal.liferay.dev/learn/security/overview
https://portal.liferay.dev/learn/security/known-vulnerabilities
https://liferay.com/security

©
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Securing Liferay

The three main aspects of Liferay's security are

Authentication

Permission

Securing Web Service

Fine-Tuning Security.

(2/5)

10
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Securing Liferay (3/5)

» Authentication

Liferay authentication is flexible. By default, users log into Liferay by using the Sign

In widget, which uses the database to authenticate the user. By default, guests can use the
Sign In widget to create accounts with default permissions. Nearly every element of the
default authentication experience can be changed by an administrator. For example,

* You can configure Multi-Factor authentication (MFA).

 You can use an SSO to manage authentication.

« Liferay can also be integrated with LDAP to validate users instead of using the portal
database.

o (uest account creation can be turned off.

To learn more, see Authentication Rasics.

11


https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/multi-factor-authentication/using-multi-factor-authentication.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/configuring-sso.html
https://learn.liferay.com/dxp/latest/en/users-and-permissions/connecting-to-a-user-directory/connecting-to-an-ldap-directory.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/authentication-basics.html#disabling-guest-account-creation
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/authentication-basics.html

1®  SecuringLiferay (3/5)

» Permission

Liferay has a robust role-based access control (RBAC) system. Users can be
assigned to Sites, Teams, User Groups, or Organizations.

Custom Roles can be created, permissions can be assigned to these Roles, and
those Roles can be assigned to Users.

Roles are scoped to apply only in a specific context, such as a Site, Organization, or
globally.

See Roles and Permissions for more information.

12
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https://learn.liferay.com/dxp/latest/en/users-and-permissions/roles-and-permissions/understanding-roles-and-permissions.html

I #1LRBC2022

Securing Liferay (4/5)

» Securing Web Services

Liferay Web Services have a multi-layered and configurable approach to security
and authorization:

 Service Access Policies (SAP) control access to remote APIs.

« Authentication Verifiers verify provided credentials.

o (Cross-Origin Resource Sharing configuration can enable retrieving resources
from trusted sources only.

See Introduction to Securing Web Services to learn more.

13


https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/securing-web-services/setting-service-access-policies.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/securing-web-services/using-authentication-verifiers.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/securing-web-services/setting-up-cors.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/securing-web-services.html
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Securing Liferay (5/5)

» Fine-Tuning Security

There are many ways to fine-tune or disable additional security features:

« Configure Liferay Portal's HTTPS web server address.

« Configure the list of allowed servers to which users can be redirected.

o Configure the list of portlets that can be accessed from any page.
« Configure the file types allowed to be uploaded and downloaded.

These features can be configured using portal properties.

Liferay Portal's philosophy is secure by default. Please exercise significant
caution when modifying security-specific defaults or white-lists. Such actions may
lead to security misconfisuration and an insecure deployment.

14


https://learn.liferay.com/reference/latest/en/dxp/propertiesdoc/portal.properties.html#Web%20Server
https://learn.liferay.com/reference/latest/en/dxp/propertiesdoc/portal.properties.html#Redirect
https://learn.liferay.com/reference/latest/en/dxp/propertiesdoc/portal.properties.html#Portlet
https://learn.liferay.com/reference/latest/en/dxp/propertiesdoc/portal.properties.html

©
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Authentication Basics

Which methods of authentication can be configured to users and/or applications



Authentication Basics (1/2)

By default, Liferay uses the Sign In widget to authenticate users.

You can configure other methods of authenticating Note
users and/or applications: N

name:port] /web/guest/home.

If the Sign In widget is unavailable on any page, it can

« [DAP
be accessed directly via its
° SAML URL: http[s]://[server-

name:port]/c/portal/login.

e Kerberos

This will be the authentication
method used as the basis for

 Joken-Based solutions e > implementing the scenario
shown at}the beginning of the
" OAUth 20 presentation.

Authentication Verifiers can manage authentication for
remote applications, and Authentication Pipelines define
the ways users are validated by one or several systems.

17
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https://learn.liferay.com/dxp/latest/en/users-and-permissions/connecting-to-a-user-directory/connecting-to-an-ldap-directory.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/configuring-sso/authenticating-with-saml/saml-authentication-process-overview.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/configuring-sso/authenticating-with-kerberos.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/configuring-sso/using-openid-connect.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/configuring-sso/token-based-authentication.html
https://learn.liferay.com/dxp/latest/en/installation-and-upgrades/securing-liferay/securing-web-services/using-authentication-verifiers.html

1®  Authentication Basics (2/2)

Users can be configured to login using one of three authentication types:

 Email Address: Determined by administrator or user at account creation. This is the
default setting

* User ID: Determined by administrator or user at account creation. This is not the default
setting

« Screen Name: Determined by administrator or user at account creation. This is not the
default setting

This will be the authentication
type used as the basis for
implementing the scenario
shown at the beginning of the
presentation.

18
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Token-based Single Sign On
Authentication

Brief introduction on the Token-based SSO offered OOTB by Liferay
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;I'lc;l:(;n-based Single Sign On Authentication

Token-pased SSO authentication was introduced in Liferay Portal /.0 to standardize
support for Shibboleth, SiteMinder, Oracle OAM, and any SSO product that works by
propagating a token via one of the following mechanisms:

« HI TP request parameter

This will be the mechanisms type
used as the basis for

° |—|—|_—|_ P requ est h eg d ere® implementing the scenario

shown at the beginning of the
« HTTP cookie

presentation.
e Session attribute

Since these providers have a built-in web server module that reads and sets these
parameters, headers, cookies, or attributes, you should use the Token SSO configuration.

Token-based SSO authentication mechanism is highly flexible and compatible with any
SSO solution that provides it with a valid Liferay Portal user's screen name or emalil
address. These include Shibboleth and SiteMinder. 21
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&(}Ié?n-based Single Sign On Authentication

The authentication token contains the User's screen name or email address, whichever has

been configured to use for the particular company (portal instance). Liferay Portal supports
three authentication methods:

This will be the authentication
° BV screen name e method used to implement the

scenario shown at the beginning
of the presentation.

e ByuserlD

Token-based authentication only supports email address and screen name. You must use
a security mechanism external to Liferay Portal...

I

..such as a fronting web server like Apache with a module or plugin for the
authentication mechanism. Having a reverse proxy prevents malicious User
impersonation that otherwise might be possible by sending HTTP requests
directly to Liferay Portal’s app server from the client’s web browser.

22



;I;;Ié?n-based Single Sigh On Authentication

The configuration options for the Token-based SSO module are:

 Enabled: cnable or disable token-based SSO authentication.

* Import from LDAP: check this box to import users automatically from LDAP if they
don't exist.

« User token name: Set equal to the name of the token. This is retrieved from the
specified location. (Example: SM_USER).

* Token location: Set this to the type of user token: HT TP request parameter, HT TP
request header, HT TP cookie, Session attribute.

 Authentication cookies: Set this to the cookie names that must be removed after
logout. (Example: SMIDENTITY, SMSESSION)

* Logout redirect URL: When user logout of Liferay Portal, the user is redirected to this
URL.

23
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Implementation of the
scenario

How to implement a custom Token-based SSO module to authenticate users
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Implementation of the scenario (1/5)

With reference to the scenario described at the beginning of the presentation, we will see
which are the main components that must be developed in order to achieve the set
objective.

For reasons of time and space we will not be able to see in detail all the components, but
no worries, the complete project is available on the cie-cns-auth-token-sso repository
published on GitHub. You will then have the opportunity to calmly view the project and
try It out.

The main components that need to be implemented are:

« Auto Login (documentation available at https://help.liferay.com/hc/en-
us/articles/360018161/11-Auto-Login)

« OSGi Configuration (documentation available at https://help.liferay.com/hc/en-
us/articles/360018161391-Making-Your-Applications-Configurable)

« User Importer

26


https://github.com/smclab/cie-cns-auth-token-sso

©

Implementation of the scenario

(1/5

Diagram of the main components of the Auto Login module that is created.

Interface that defines methods to retrieve
users from the users' external system.

05Gi Configuration Interface for the Auto Login
component (0SGi Component).

CIE-CNS Auto“.ogin Token API (OSGi Bundle}\ ||
1] 1T
[l
com.liferay.portal.kernel.security.auto.login com.liferay.portal.security.exportimport | £
y-po Y °9 \ V-po y.2xpo po \ Detail User Info Repository Configpratinn
@BaseAutnLngin @ Userlmporter @Deraﬂs[!sermfo @ ExternalUser @C.ieCnsTokenAuroLog.fnConﬁguran‘on
Al N T A al
T d il - - T 4 \’5
# v |
# ’ ! - ’ l ’ -\'
s use L ~ use I , use \-\
- ! - [ ’ W,
CIE-CNS Auto Login Token APl Implementation (CiSGi Bundle}\ - : .
s 1~ . - | P
s \ ’, ! /
Base Auto Lopgin User importer Details I+Isenlnfo
. . . Iti lassic POJO wh
@CleCnsTnkenAutnLngln @ExternalUserlmpnrterlmpl @ DetailsUserinfoMemorylmpl is ';}ar:p?::;{m uier‘:n?;fmi:irg:se
that comes from the external system.
/ \
/ I \
A
Y (| A
f{’ | 1 \\\\

05Gi component that implements the doLogin()
method by applying all the appropriate
logic to make users log in to the Liferay portal.

05Gi component that imports users to
the Liferay portal by drawing from
the users' external source.

05Gi component that loads into memory a
set of users that can be imported to the
Liferay portal after successful login via Smart Card.

#1LRBC2022
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1® Implementation of the scenario

smclab [ cie-cns-auth-token-sso & Unwatch 5 ~

¢>Code (©) Issues [0 Pullrequests (¢) Actions [ Projects (U Security [+~ Insights 6 Settings

¥ master ~ ¥ 1branch © 0tags Go to file Add file ~ - Code ~ About &3

Repository del Liferay BootCamp 2022
amusarra Added the UML docs c@43ece 22 hoursago 9 13 commits per la presentazione Liferay

Authentication: How to create a Token-
configs Added scripts shell on the docker profile 3 days ago based SSO system

docsfumil Added the UML docs 22 hours ago \iew license

gradlefwrapper Initial source import 8 days ago 0 stars

. _ 5 watching
modules/security/ftoken-header-aut... Added the roles name to the imported users 2 days ago

0 forks
.gitignore Added the .DS_Store to the .gitignore 8 days ago

Releases
GETTING_STARTED.markdown Initial source import 8 days ago

Mo releases published

LICENSE Initial source import 8 days ago Create a new release

build.gradle Initial source import 8 days ago

copyright.txt Initial source import 8 days ago Packages

Mo packages published

docker-compose.ym| Added the docker-compose.yml| 2 days ago EUBIEnel et packaas

gradle.properties Initial source import 8 days ago

gradlew Initial source import 8 days ago Languages

gradlew.bat Initial source import 8 days ago
Java 95.8% @ Shell 4.2%

€
]
]
]
]
ki
(3 Dockerfile.ext Initial source import 8 days ago
D
K]
D
b
D
D
D
D
D

platform.bndrun Initial source import 8 days ago
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Implementation of the scenario - Auto Login
(2/5)

While Liferay supports a wide variety of authentication mechanisms, you may use a
home-grown system or some other product to authenticate users. To do so, you can
write an Auto Login component to support your authentication system.

Auto Login components can check if the request contains something (a cookie, an
attribute) that can be associated with a user in any way. If the component can make that
association, it can authenticate that user to Liferay.

Implementing your own Auto Login consists of creating a Declarative Services
Component that implements the
com.liferay.portal.kernel.security.auto.login.AutoLogin interface.

In our case we will create the component by extending the base class that Liferay makes
available to us and which offers a series of basic services
(com.liferay.portal.kernel.security.auto.login.BaseAutoLogin).

29


https://help.liferay.com/hc/en-us/articles/360018175351-Liferay-DXP-Security-
https://help.liferay.com/hc/en-us/articles/360018158871-Creating-Modules-with-Liferay-Developer-Studio-#creating-component-classes

1©
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:gllpl)ementation of the scenario - Auto Login
5

Ln.AutolLogin;

f

.annotations.Component;

respanse,

throws

}

public Stri
H-
throws

sponse re
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Implementation of the scenario

(1/5

Diagram of the main components of the Auto Login module that is created.

Interface that defines methods to retrieve
users from the users' external system.

0SGi Configuration Interface for the Auto Login
component (0SGi Component).

Ed
Base Auto Login

@CieCnSTnkenAutnLngin

!

User \I,mportgr ’

@ExternalUserlmpnrterlmpl

CIE-CNS Auto“.ogin Token APl (OSGi Bundle}\ ||
[l
Jliferay.portal.kernel. ity.auto.logi liferay.portal. it rtimport | ]
com.liferay.portal.kernel.security.auto. ngln\ com.liferay.portal.security.exportimpo \ Detail User Info Repository Configpration
@BaseAutuLngin @ Userlmporter @Deraﬂs[!sermfa @ ExternalUser @C.ieCnsTokenAuraLoginCanﬁgurar.ion
A N T A A
’-|-‘ P iy L T P N
’ \ : -
s L . - | ra \_
+use ' ~ use | ,use Y
p \ P I ’ W
CIE-CNS Auto Login Token APl Implementation [{iSGi Bundle}\ -7 : .
& \ . - | y
* T

Details I+Iserzli1fo

@DetailsUserInanemnrylmpl

It is a classic POJO whose purpose
is to represent user information
that comes from the external system.
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0SGi component that implements the doLogin()
method by applying all the appropriate
logic to make users log in to the Liferay portal.

0SGi component that imports users to
the Liferay portal by drawing from
the users' external source.

0SGi component that loads into memory a
set of users that can be imported to the
Liferay portal after successful login via Smart Card.

#1LRBC2022
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1@ Implementation of the scenario - Auto Login
(3/5)

What are the main responsibilities of our Auto Login component which we will call
CieCnsTokenAutoLogin’

1.Read the module configuration (OSGI).

2.Read the Username Token using the TokenRetriever service.

3.Verify that the user is present on the Liferay portal (instance/company).
4. 1f the user Is present, allow access to the Liferay portal.

5.1f the user is not present, the User Importer service must be used. The latter is
responsible for importing the user from the external source, once imported (created)
on Liferay he will be granted access.

6.1f User Import is unable to import the user, access to the portal will be denied.

I #1LRBC2022


https://docs.liferay.com/portal/7.3-ga1/apps/portal-security-sso-3.0.0/javadocs/com/liferay/portal/security/sso/token/security/auth/TokenRetriever.html
https://docs.liferay.com/ce/apps/foundation/latest/javadocs/com/liferay/portal/security/exportimport/UserImporter.html

1@ Implementation of the scenario - Auto Login
(3/5)
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Lrw;l)ementation of the scenario - OSGi Configuration

The OSGI configuration component of the Auto Login module that we will call
CieCnsTokenAutoLoginConfiguration will manage the following main configuration
parameters:

1.enabled. tnable or disable the Auto Login module. The default is false.

2.importFromExternalSource. Enable or disable the import from the users' external
source. The default is false.

3.userTokenName. Set the HT TP header that will contain the username of the user
requesting to access the portal. The default value of the header is X-AUTH-REMOTE-
USER

4.tokenLocation. Set where the username token is located. The default is
RESQUEST HEADER

34



1@ Ll}l/gl)ementation of the scenario - OSGi Configuration
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:m/pl)ementation of the scenario - User Importer
5/5

The component that implements the User Importer interface (from Lifeary) and which we will call
ExternalUserlmporterimpl is responsible for:

1. Search for the user (using the username token received from the Reverse Proxy/IDP) on the
external source,

2. If the user exists on the external source, the user is searched on the Liferay portal, in order to
verify that he has not been imported previously. If the user is already present on the Liferay
portal, no import will be performed.

3. If the user exists on the external source and is not present on the Liferay portal, then the user

will be entered as a user of the Liferay portal using data such as name, surname, etc. extracted
from the external source

4. 1f the user does not exist on the external source, a special exception will be raised.

OOTB Liferay has the LDAP importer, in this case an ad hoc importer has been implemented that

uses an in-memory repository for the users to import. The interface defined and implements is
DetailsUserlnfo.
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Implementation of the scenario - User Importer
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Resources

All the coordinates of the resources used for this presentation and those deemed useful
are indicated below.

e Repository GitHub of the project smclab/cie-cns-auth-token-sso that we have
developed.

e Repository GitHub of the project amusarra/cie-cns-apache-docker-extended-for-
iferay-bootcamp-2022 which implements the Reverse Proxy and/or 1DP.

e Docker Image of the Reverse Proxy CNS/CIE on the my Docker Hub account
amusarra/cie-cns-apache-docker-extended-for-liferay-bootcamp-2022.

 Injection attacks - how to prevent with Liferay on the SMC Tech Blog.

« How to connect Keycloak and Liferay via OpenlD Connect on the SMC Tech Blog.
o Carta Nazionale dei Servizi on the AGID Portal
o CIE - Carta d'ldentita Elettronica on the Ministero Portal
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https://github.com/smclab/cie-cns-auth-token-sso
https://github.com/amusarra/cie-cns-apache-docker-extended-for-liferay-bootcamp-2022
https://hub.docker.com/r/amusarra/cie-cns-apache-docker-extended-for-liferay-bootcamp-2022/tags
https://techblog.smc.it/en/2020-06-19/injection-attacks-how-to-prevent-with-liferay
https://techblog.smc.it/en/2021-10-15/how-to-connect-keycloak-liferay-openid-connect
https://www.agid.gov.it/it/piattaforme/carta-nazionale-servizi
https://www.cartaidentita.interno.gov.it/la-carta/

Contact
Antonio Musarra

antonio.musarra@smc.it
GitHub (@amusarra) https://sithub.com/amusarra

Twitter @antonio _musarra
https://twitter.com/antonio_musarra

LinkedIn https://www.linkedin.com/in/amusarra/
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